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Juui sTATIc AnazER - wiwwuliasoft.com
JULIA - A STATIC ANALYZER FOR JAVA AND ANDROID

LN

softwore veriication made easy

‘ REACHAB|L|TY ANALYSlS HAS BEEN IMPLEMENTED INSIDE JULIA AS A SUPPORTING ANALYSIS FOR

¢ CvcLicity ANALYSIS

¢ SipE-EFFECTS ANALYSIS SUPPORTING ANALYSES OF
¢ FIELD INITIALIZATION ANALYSIS NULLNESS AND TERMINATION
¢ PATH-LENGTH ANALYSIS
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TARGET LANGUAGE: JAVA BYTECODE

load 4 ListStudent
load 1 ListStudent
putfield ListStudent.tail: ListStudent

tmp.tail = 1list;

tmp «— Iy
list «— |4
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Syntax and Semantics of Java Bytecode

STATE

LOCAL STACK
ARIABLES LEMENTS

ENVIRONMENT o—= [y | Iy | I3 | Iy | So| s1

MEMORY p Qly| 2 |Qry|Qr,|Qr,|Qr,

/ e
\v4

(@2 Qs @l @,

Student ListStudent Student ListStudent

name head [tail name head [tail

stl Q [null st2 Q [null

N

N

L

S

0 = {([Q¢5,2, 005, 0L] || O, :: @ly), 1)
—_—
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Definition of Reachability

REACHABLE LOCATIONS AND VARIABLES

REACHABLE LocATIONS L(a)

GIVEN A STATE 0 = (¢, 1) AND A LOCATION @, LOCATIONS REACHABLE FROM @f IN o
ARE L, (Q@() = Ifp;soL!(@C), wHERE L] (@) REPRESENTS THE SET OF LOCATIONS
REACHABLE FROM ©f IN j STEPS, I.E.,

_ {@¢} Fi=0
I g
L-(@f) = U (rg(u(@f1).¢) NL) UL-T(@F) otHERWISE.
Qt1eliz1(@f)
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REACHABLE LocATIONS L(a)

GIVEN A STATE 0 = (¢, 1) AND A LOCATION @, LOCATIONS REACHABLE FROM @f IN o
ARE L, (Q@() = Ifp;soL!(@C), wHERE L] (@) REPRESENTS THE SET OF LOCATIONS
REACHABLE FROM ©f IN j STEPS, I.E.,

{@¢} Fi=0

Li,(@f) = U (rng(u(@¢1).¢) NL) UL (@)  oTHERWISE.
Qt1eliz1(@f)

REACHABILITY OF VARIABLES a~»7b

WE SAY THAT A VARIABLE D IS REACHABLE FROM A VARIABLE & IN O, AND WE DENOTE IT
a~"b IFF ¢(a),p(b) € L anp ¢(b) € L,(a).

v
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REACHABLE LOCATIONS AND VARIABLES
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Definition of Reachability

REACHABLE LOCATIONS AND VARIABLES

LOCAL STACK
VARIABLES ELEMENTS
ENVIRONMENT ¢o—= [y | Iy | I | Iy
MEMORY 4 Qly| 2 |Gty @,
~

e

Qr, Qly Qr Qly

[ Liststudent | | [ student | [[ ListStudent

tudent |
name || head[tail|

name || head[tail
stl 3 null st2

u %
WHICH LOCATIONS ARE REACHABLE FROM @{,7

Lg(@&) = {0}
Ll_(@&) = {@¢,, 03,004}
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ABSTRACT INTERPRETATION FRAMEWORK [CousotCousot77]

CONCRETE f
-»( " —»
DOMAIN C

ABSTRACTION CONCRETIZATION
MAP g ¥ MAP
ay ay
ABSTRACT
DOMAIN ™ A A

ft

BEST CORRECT APPROXIMATION: [ = q o fory

IN PRACTICE: f% Is LESS PRECISE THAN fU“ AND
INTRODUCES OVER-APPROXIMATION
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AssTRACT STATES
CoNcRETE AND ABSTRACT DoOMAINS

Y - SET OF ALL STATES
V/ - SET OF ALL VARIABLES
ConcreTe Domain: C = (p(X), <)

AssTrAcT DomaN: A = (p(V X V), C)

@ AN ABSTRACT ELEMENT R € A REPRESENTS THOSE CONCRETE STATES WHOSE
REACHABILITY INFORMATION IS OVER-APPROXIMATED BY THE PAIRS OF VARIABLES IN R
@ WE WRITE 8~ b To DENOTE (&, b)

@ CoNcREeTizATION MAP:

v(R) ={oc€eX|VYa,beV.aw’b = awb € R}
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L
CONSTRAINT-BASED STATIC ANALYSIS - EXAMPLE

ABsTRACT CoNsTRAINT GRrAPH (ACG= (V, E)) GIVES RISE TO AN
OVER-APPROXIMATION OF THE REACHABILITY INFORMATION
AT EACH POINT OF A PROGRAM P.

THE CFG OF P GIVES RISE TO THE NODES AND ARCS OF THE ACG,
I.E., THERE IS A NODE FOR EVERY BYTECODE AND THERE IS AN ARC BETWEEN 2 NODES
IF THEIR CORRESPONDING BYTECODES ARE ADJACENT IN THE CFG

EACH NODE IS DECORATED BY AN ABSTRACT ELEMENT,
I.E., BY A SET OF ORDERED PAIRS OF VARIABLES REPRESENTING AN
OVER-APPROXIMATION OF THE REACHABILITY INFORMATION AT THAT POINT.

ARCS PROPAGATE APPROXIMATIONS OF THE REACHABILITY OF THEIR SOURCES,
I.E., THEY REPRESENT ABSTRACT SEMANTICS OF BYTECODES.

THE REACHABILITY INFORMATION OF THE INITIAL NODE, CORRESPONDING TO THE
BEGINNING OF THE MAIN METHOD IS 0, AND IT IS PROPAGATED THROUGH THE ACG.
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CONSTRAINT—BASED STATIC ANALYSIS - EXAMPLE

load 0 ListStudent
call java.lang.Object. (init)() : void

load 0 ListStudent.

load 1 Student
/ putfield ListStudent.head: Student

v
\ load 0 ListStudent
load 2 ListStudent.

putfield ListStudent.tail: ListStudent]

¥

catch
throw java.lang. Throwable
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a y Analysis ABSTRACT SEMANTICS

CONSTRAINT-BASED STATIC ANALYSIS - EXAMPLE

’ NODE C ‘m NODE A NODE B
catch call ListStudent. (init)(Student, ListStudent) : void store 4 Student
14y
410 ‘ NODE 1 ‘ t16
4 load 0 ListStudent '
1 By 1

load 0 ListStudent
call java.lang.Object. (init)()

NODE 2
call java.lang.Object. (init)() :
NODE 13

NODE 10
exit@(init)

exception@(init)

load 0 ListStudent.

load 1 Student
/ putfield ListStudent head: Student £16
+
throw java.lang. Throwable
\ load 0 ListStudent 110

load 2 ListStudent
putfield ListStudent.tail: ListStudent|

v NODE 11
‘ return void ‘ catch

17
NODE 12
throw java.lang. Throwable

load 2 ListStudent
3
NODE 8
putfield ListStudent.tail: ListStudent|
%6
NODE 9
return void
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CONSTRAINT—BASED STATIC ANALYSIS - EXAMPLE

NODE 4
load 1 Student
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PROPAGATION RULES - EXAMPLE

INITIAL APPROXIMATION TYPE ENVIRONMENT
ZO«/~->ZO7 Ly ~~ So, ll""')ll’ll-i — J;ll N lf - !
ly ~ 1o, 80 ~ lo, S0~ S0 e

NS ke
NODE 4

load 1 Student

#3

v
NODE 5
utfield ListStudent.head: Student|
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L
PROPAGATION RULES - EXAMPLE

INITIAL APPROXIMATION TYPE ENVIRONMENT
lo ~ lo, lo ~ S0, [1 ~ 1,| it oot sremenaens
ly ~ g, o ~ lo, S0 ~ 5o /'/

‘\; ‘/
NODE 4

load 1 Student

#3

v
NODE 5
utfield ListStudent.head: Student|

[ Ta O o Jse T s
istStudentStudentlistStudent|ListStudentStudent]
TYPE ENVIRONMENT
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L
PROPAGATION RULES - EXAMPLE

INITIAL APPROXIMATION TYPE ENVIRONMENT
lo ~ Lo, lo ~ S0, [ ~ Iy, | st oo
ly ~ I3, 80 ~ lo, S0 ~ 5o /'/
~ .
NODE 4

load 1 Student
e IF [y ~ a AT NODE 4,]PROPAGATION RULE
THEN $1 ~» a AT NODE 5

e IF a ~ [li AT NODE 4, #3
THEN a ~> S; AT NODE 5

I~ 51,851 w51~ ¥
NODE 5
utfield ListStudent.head: Student|
N

N
N
N
AN
BN

[ To T &G T To J7se T s3]
iststudenﬁtudenﬂ istStudent]| istStuden@tudent
TYPE ENVIRONMENT
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Reachability Analysis ABSTRACT SEMANTICS

PROPAGATION RULES - EXAMPLE

INITIAL APPROXIMATION

TYPE ENVIRONMENT

lo ~ lo, lo ~ so, l1 ~ 11,
ly ~ o, 89 ~ lo, 5o ~ 5o

o

n [ 4 T b J7so ]
Svudontis = |

7

[
Li:

R
s
e

NODE 4
load 1 Student

v

#3

NODE 5
utfield ListStudent.head: Student|
P <

lo ~ lo, lo ~ sg, l1 ~ 11,
li ~ s1, Iy ~ 1o, 50 ~ 1)
S0~ S0, 51~ 1, 51 ~ 5]

BN
N
N
AN
N

o [ O T To
L 1stStuden§tudenﬂ istStudent]| 1stStuden$tuden

FINAL APPROXIMATION
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Reachability Analysis ABSTRACT SEMANTICS

PROPAGATION RULES - EXAMPLE

INITIAL APPROXIMATION TYPE ENVIRONMENT
lo ~ l(), l() ~ S0, ll ~ ll, Li T — @5
li ~ 51, Iy ~ 1y, 89 ~ lp) s
50 ~ S0, 51~ l1, 51 ~ 59 ,/'/
~ '/
L: NODE 5 ‘
utfield ListStudent.head: Student|

46

\ A
NODE 6
load 0 ListStudent
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Reachability Analysis ABSTRACT SEMANTICS

PROPAGATION RULES - EXAMPLE

INITIAL APPROXIMATION

TYPE ENVIRONMENT

ZO l07 lO S0, ll S l17 [Li 2 mldlmli - 1!'1 S EEI uféml
li ~ 51, lo ~ 1o, 50 ~ 1o 7
7/
S0~ 80, 51~ 11, 81~ 59 ,/'
/

>

NODE 5
utfield ListStudent.head: Student|

46

A

/

NODE 6
load 0 ListStudent
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Reachability Analysis ABSTRACT SEMANTICS

PROPAGATION RULES - EXAMPLE

INITIAL APPROXIMATION TYPE ENVIRONMENT
[ T T 5, 5
lo ~ l(], lO ~ S0, ll s ll, {Li o mdlmli 2 1!'1 . EEItudintl
li ~ 51, Iy ~ 1y, 89 ~ lp) s
7/
50 ~ S0, 51~ l1, 51 ~ 59 7
~. K4
NODE 5
utfield ListStudent.head: Student|
e IF a~+b AT NODE 5 PROPAGATION RULE

AND a, b {50, 51},
THEN a~>b AT NODE 6 #6
® IF a~> Sg AND s1 ~ b AT NODE 5
AND a, b€ {so, s1},
THEN a~>b AT NODE 6  /

NODE 6
load 0 ListStudent

el
[l [ O T T ]
TYPE ENVIRONMENT
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L
PROPAGATION RULES - EXAMPLE

INITIAL APPROXIMATION TYPE ENVIRONMENT
T T T 50
lo ~ l(), iﬁ:ﬁ:$§ ll ~ ll, Li I ggltuiincl
sy, Iy lz,
'/
6 ) =% '17 T .| K4
~. K4
NODE 5
utfield ListStudent.head: Student|
® IF a~>b AT NODE 5 PROPAGATION RULE

AND a, b {50, 51},
THEN a~>b AT NODE 6

® IF a~> Sg AND s1 ~ b AT NODE 5
AND a,b¢ {so, s1},

THEN a~>b AT NODE 6  /

NODE 6
load 0 ListStudent

>~
[ a1 B ]
lowlo, l1*">l1, lQle‘
TYPE ENVIRONMENT
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Reachability Analysis ABSTRACT SEMANTICS

PROPAGATION RULES - EXAMPLE

INITIAL APPROXIMATION TYPE ENVIRONMENT
lo ~ l(), l(] ~> S0 ll ~ ll, Li o f..ldl..fla - “n S EEI tu‘ilintl
ly ~ Slyﬁw S0 ~ lo, s
7/
50 ~ Sp,| S1 ll S1 ™ S 7
~. K4
NODE 5

utfield ListStudent.head: Student|

® IF a~>b AT NODE 5 PROPAGATION RULE

AND a, b {50, 51},
THEN a~>b AT NODE 6

#6
® IF a~> Sg AND s1 ~ b AT NODE 5
AND a, b€ {so, s1},
THEN @ ~+b AT NODE 6  /
NODE 6
load 0 ListStudent

~
l , [l [ O T T ]
0

TYPE ENVIRONMENT
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D. Nikoli¢, F. Spoto (IJCAR 2012)

INITIAL APPROXIMATION

Reachability Analysis ABSTRACT SEMANTICS

PROPAGATION RULES - EXAMPLE

TYPE ENVIRONMENT

li ~ 51, lo ~ 1o, 50 ~ 1o
S0~ 80, 51~ 11, 81~ 59

>

ZO ~ l07 lO ~> 50, ll s ll, [Li o mldlmli - 1!'1 S EEItuSdintl

~
K
r
,/’

L} NODE 5

utfield ListStudent.head: Student‘

A

46

’ NODE 6

load 0 ListStudent ‘

-

T 5

lo—~lo, lo = I, by~ I, I~ I

Tg
Eiststuden TetStudent

FINAL APPROXIMATION
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Reachability Analysis

REACHABILITY SIDE-EFFECTS FIELD INITIALIZAT.
ANALYSIS ANALYSIS ANALYSIS
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Reachability Analysis

REACHABILITY SIDE-EFFECTS FIELD INITIALIZAT.
ANALYSIS ANALYSIS ANALYSIS

45.07%

the ratio of pairs of variables (v, w) such that the

analysis concludes that v might reach w, over the

total number of pairs of variables of reference type:
the lower the ratio, the higher the precision
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Reachability Analysis

REACHABILITY SIDE-EFFECTS FIELD INITIALIZAT.
ANALYSIS ANALYSIS ANALYSIS

45.07% |=23.47%

which parameters p of a H+1ethod might be affected
by its execution: the method might update a field of
an object reachable from p:
the lower the numbers, the better the precision
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Reachability Analysis [EXPERIMENTAL EVALUATION

REACHABILITY
ANALYSIS

SIDE-EFFECTS
ANALYSIS

FIELD INITIALIZAT.
ANALYSIS

45.07%

—23.47%

+3.46%

the number of fields of reference type proven to be

always initialized before being read, in all
constructors of their defining class:
the higher the numbers, the better the precision
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Reachability Analysis

REACHABILITY

ANALYSIS

SIDE-EFFECTS

45.07%

FIELD INITIALIZAT.

—23.47%| +3.46%

NULLNESS
runtime

—7.77%
warnings, —3.38%

B. Nikoli¢, F. Spoto (IJCAR 2012)
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Conclusions

(GOAL: DEFINE, FORMALLY PROVE CORRECT AND IMPLEMENT A
REeAcCHABILITY ANALYSIS OF PROGRAM VARIABLES FOR JAVA BYTECODE

DEFINITION A CONCRETE OPERATIONAL SEMANTICS OF JAVA BYTECODE,
FORMAL DEFINITION A NOTION OF REACHABILITY;

A CONSTRAINT-BASED INTER-PROCEDURAL STATIC ANALYSIS
BASED ON ABSTRACT INTERPRETATION;

FORMAL PROOF OF CORRECTNESS OF THE ANALYSIS;
IMPLEMENTATION OF OUR INTER-PROCEDURAL ANALYSIS FOR FULL JAVA BYTECODE;

EXPERIMENTAL EVALUATION OF OUR APPROACH.

D. Nikoli¢, F. Spoto (IJCAR 2012) Reachability Analysis of Program Variables June 29“‘, 2012 14/15



Conclusions

THANK Youl!l!
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